What is Two Factor
Authentication?

Two Factor Authentication (2FA)

To enhance the security of your Joker.com account, we highly recommend enabling the optional
two-factor authentication feature. This feature adds an extra layer of protection by requiring a six-
digit security code, in addition to your password, whenever you log in to your account.

To generate these security codes, you will need a device or password manager that supports 2FA,
such as your smartphone. The combination of your password and your smartphone adds an
additional layer of security against theft of your credentials or dictionary attacks.

Using a mobile app for your smartphone is a practical and popular option for generating these
security codes. Many of these apps are free, but any device or app that supports the TOTP

protocol should work. Here is a list of some recommended apps (though not exhaustive):

e Google Authenticator (Android, iOS, Blackberry)

e Microsoft Authenticator (Android, 10S)

e Amazon AWS Virtual MFA (Android)

e Authentikator (Chrome Browser - do not use on the same computer)

Note: The user settings for Joker,.com always automatically apply to the reseller portal
RPanel.io as well, also with regard to the activation of the 2FA.

Setting up 2FA

To set up 2FA, you need to do the following:

1. Log in to your Joker account and choose "Profile” from the "My Joker" menu
on the left side of your dashboard:


https://en.wikipedia.org/wiki/Time-based_One-time_Password_algorithm
https://en.wikipedia.org/wiki/Time-based_One-time_Password_algorithm
https://support.google.com/accounts/answer/1066447?hl=en
https://www.microsoft.com/de-de/account/authenticator
https://aws.amazon.com/de/iam/features/mfa/
https://chrome.google.com/webstore/detail/authentikator/jgbgbfmcojcfkpmblnbadaomjmpdooac

Domains = About Us = Reseller = My Joker =

43 Dashboard

lello, John Doe

@ Profile

o= Orders j

& Downloads four Data

Domain Domains

i= Domains !-351 Login

(:) Renhew .Username
johndoe365

2. On the next screen, in the bottom-left corner switch the 2FA slider to the
"Enabled" position, and click the "Proceed" button:

2FAO+* Two factor authentication

Enable two factor authentication (2fa) to enhance the security of your account.

o

Two factor authentication . Enabled

proceed »

3. Following the instructions, scan the QR code and enter the Authentication-
code into the corresponding field. Click "proceed":



Please follow the steps below to to activate two factor authentication: Authentication code:

1. please apen a TOTP authenticator app on your mobile device, you may chose one from the list above

2. scan the QR-Code shown (the code generator apps usually provide a scan option), or enter the following activation code into your application
manually: xqjdzroxdqgvp2y2

3. enter the new security code shown in your app into the field below, and press ‘proceed’

4. Save the recovery key. It is very important that you write this key down and
store it in a safe place! Then click "proceed":

Two factor authentication activation - step 2

Success!

You are almost done with activating two-factor-authentification with Joker.com.
Please carefully write down or print this recovery key, you will need it in case you lose your phone, or you are unable to generate security codes:

qwe23k32mw7afoxj

This recovery key will allow you to login to Joker.com once, in case you lost access to your security code app. Please proceed to finalize the activation.

5. Enter the recovery code from the previous step, and click the "enable" button:

Two factor authentication activation - step 3
Final Step

To finish the two-factor-authentication, please enter the recovery code which has been provided in the step before.
You may step back in case you missed to print it - please store this recovery key in a safe place, you will need it in case you lose access to the code generator app!

Recovery code: qwc23k32mw7afox]

6. You are done! In the top right corner you will see the notification:
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If you ever lose your phone, or can't receive or generate a security code, you will
need the recovery code shown in step 4 for emergency access to Joker.com!

If you have lost your 2FA access device or recovery code, please contact our support.

Later, you can easily activate or deactivate two-factor authentication in your Joker.com Profile as

described in step 2.
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