DNSSEC

DNSSEC is the abbreviation for ' Domain Name System Security Extensions'. It is a set of extensions
to the domain name system (DNS), basically to allow clients to verify the authenticity and
integrity of DNS records.

For a domain to make use of DNSSEC, the following is needed:

e the domain type (TLD) needs to support DNSSEC (i.e. the registry)

e the registrar of the domain needs to allow to activate and configure DNSSEC for a
domain

e the configured nameservers need to support DNSSEC

e the clients (e.g. browsers) need to make use of DNSSEC

You may have a look at Wikipedia or this short tutorial as starters for reading more about these topics.

DNSSEC Support at Joker.com

Joker.com enables you to activate and configure DNSSEC for nearly all of your domains - most
domain types (TLDs) do support DNSSEC. The only exceptions at Joker.com currently are .ws and
.cn.

Please note: Joker.com supports DNSSEC with standard Joker.com name servers as well as with domains
that use external name servers

e for Joker.com nameservers: To enable DNSSEC, please go to click on "DNS" next to your domain

on your dashboard. There you will find the "Enable DNSSEC" button. If you then click on "Save
changes", you are done!

e for DNSSEC with own or external name servers: Please use our instructions below.

To find out if your domain is working properly with DNSSEC, you may use the DNSSEC Analyzer.

Resellers will find similar commands to operate DNSSEC using DMAPI and RPanel.


http://en.wikipedia.org/wiki/Domain_Name_System_Security_Extensions
https://www.internetsociety.org/deploy360/dnssec/basics/
https://joker.com/faq/books/jokercom-faq-en/page/understanding-your-dashboard
http://dnssec-debugger.verisignlabs.com/
https://rpanel.io

How To use DNSSEC with a
oker.com Domain and a DNS
Hosting Provider

This is about:

e you want to use DNSSEC with domains from Joker.com
e you are using an external name service, like from a service provider, or your own

To make this work, the domain has to be "linked" to the external name service:

1. Set up the DNS zone and records at the DNS hosting provider

Each DNS hosting provider has its own web interface and system for adding records. Here you have
to create the zone records you need, like A records to add IPv4 addresses to a hostname.

2. Still at the DNS hosting provider

sign the domain with DNSSEC. This of course requires, that your DNS provider support DNSSEC.

The end result is that you have a signed domain with a DS record. You will need this
information (DS record) later at Joker.com.

3. At Joker.com

Change the name servers for the domain to point to the name servers of the DNS hosting
provider.

It should look like this now:


https://joker.com/faq/books/jokercom-faq-en/page/adding-name-servers-to-your-domain#bkmrk-1.-on-your-dashboard

Nameserver settings for the domain jlasg i

Important: A domain must have at least two (2) nameservers - otherwise, depending on the type of domain, it could happen that the
registry automatically locks the domain.

Information for .de domains
e DENIC requirements for nameservers
* DENIC tool to check and verify zones and nameservers

nameserver 1: nslyor-dns-provider.com x

nameserver 2: ns2yor-dns-provider.com x

add new row »

This change may take some time to propagate through the larger DNS infrastructure. Until the
name server change has fully propagated, people may still see DNS records coming from the
previous name servers.

At this point, you have a domain signed with DNSSEC at the DNS hosting provider, and
you have changed the records at Joker.com to point to the name servers of the DNS

hosting provider.

Almost done!

If you now run your domain through the DNSSEC analyzer tool, you will still see a problem: "No
DS records found"

This means, you still have to create a so-called Delegation Signer (DS) record at Joker.com.

4. Create DS record at Joker.com

e again, visit Joker.com, click "Modify" next to your domain name
e You will now find your name servers listed and a DNSSEC section:

Nameservers 4 DNSSec
This domain is not using Joker.com nameservice.
Nameserver 1 ns2.google.com no entry

Nameserver 2 nsl.google.com

Apply these settings to other domains

e click on @ at section DNSSEC
e it will then look like this - please check if the information corresponds with what you got in
step 2 above:


https://dnssec-analyzer.verisignlabs.com/

Secure DNS (DNSSEC)

Change or create DN5Sec settings to be used for the domain Ega faaaa Ll
You can enter up to &6 DNSSEC record sets.

Example:
alg: 5
digest: AFE249392848D0458B3%26/BA1EE?BDEAGCIECE43
digesttype: 1
keytag: 386%3

(please find more information here: https:/fwww.internetsociety.org/deploy360/dnssec/)

Record 1:
alg:
5

digest:
AFE249392848D0458R3967BA1EE9BDEASCIECE43]

digest type:
1

keytag:
17352

delete all l save '

e tag is derived from the key (provided by DNS operator)

e digest type is 1 (SHA-1, deprecated) or 2 (SHA-256)

e digest itself: up to 40 hex digits for SHA-1 and up to 64 hex digits for SHA-256
e Press "save", and you are done - DNSSEC is enabled on your domain.

5. Finally, verify that DNSSEC works

using a tool such as Verisign Labs’ DNSSEC Analyzer. It should show nice green check marks now -

but please keep in mind, that your changes will take some time until they become active.

Having followed these steps, you have DNSSEC working on a domain registered with

Joker.com, using name servers from an external name service provider.


http://dnssec-debugger.verisignlabs.com/

Meanwhile, there is good news: You now also are able to use DNSSEC with the regular
Joker.com name servers as well, free of charge! This of course is probably much simpler for you,
since you do not have to maintain external name server records, and you can make use of DNSSEC

fully integrated into Joker.com's web portal.
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